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)LQJHUSULQW6FDQQHU
)LQJHUSULQW0LQXWLDH
)HDWXUH9HFWRU
)LQJHUQDLO
)LQJHU1DLO,PDJH
)HDWXUHYHFWRU
'DWDEDVH
VXFFHVVIXO%LRPHWULFV\VWHPGHSHQGVXSRQPDQ\DVSHFWVOLNHKRZHDVLO\ELRPHWULFGDWDFDQEHFROOHFWHGIRUWHVWLQJ
LWKRZYXOQHUDEOHWKH\DUHWRGHJUDGDWLRQGXHWRDJHDQGLPSDLUPHQWKRZHDVLO\LWFDQEHRXWZLWWHGE\VSRRIGDWD
HWF
%LRPHWULF IHDWXUHV DUH EDVLFDOO\ WKH SK\VLFDO FKDUDFWHULVWLFV RI DQ LQGLYLGXDO ZKLFK DUH GLVWLQJXLVKDEOH DQG
TXDQWLILDEOHFKDUDFWHULVWLFVZKLFKFDQEHXVHGWRLGHQWLI\DVLQJOHSHUVRQ%LRPHWULFVGRHVQRWMXVWPHDQILQJHUSULQWV
,W DOVR LQFOXGHV SDOP YHLQV IDFH UHFRJQLWLRQ'1$ UHWLQD VFDQQLQJ LULV UHFRJQLWLRQ ILQJHUQDLOPDWFKLQJ HWF
7UDGLWLRQDO VHFXULW\PHDVXUHV OLNH ,' FDUG NH\ GLVWULEXWLRQ V\VWHP SDVVZRUGV HWF FDQ HDVLO\ EH ORVW VWROHQ RU
IRUJRWWHQ%XW%LRPHWULFVKDVWKHXSSHUKDQGLQWKHVHFDVHVEHFDXVHDILQJHUSULQWRIDSHUVRQFDQQHLWKHUEHORVW
IRUJRWWHQ QRU VWROHQ XVXDOO\ 6SRRILQJ D ELRPHWULF WUDLW LV IXQGDPHQWDOO\PLPLFNLQJ WKH ELRPHWULF WUDLW XVHG WR
XQORFNWKHGDWDORFNHGE\DQRWKHUSHUVRQ1RZDGD\VWKHQXPEHURIZD\VLQZKLFKDILQJHUSULQWRUDQ\RWKHUWUDLW
FDQEHVSRRIHGDUHLQFUHDVLQJUDSLGO\DQGZLWKWKHSURJUHVVKDSSHQLQJLQWKHZRUOGRIWHFKQRORJ\OLNHWKHHYROXWLRQ
RI'SULQWHUVLWLVEHFRPLQJPRUHDQGPRUHGLIILFXOWWRGLIIHUHQWLDWHEHWZHHQWKHUHDODQGWKHVSRRI
7UDGLWLRQDO%LRPHWULFV\VWHPVKDYHEHHQXVLQJ8QLPRGDO%LRPHWULFV\VWHPVIRUPDQ\\HDUVGXHWRWKHLQFUHDVLQJ
GHPDQG RI DFFXUDWH DQG HIILFLHQW LGHQWLILFDWLRQ +RZHYHU UHFHQW VWXGLHV KDYH SURYHQ WKDW XVLQJ D VLQJOH VRXUFH
XQGHUJRHV VHYHUDO SUREOHPV OLNH ODUJHFODVV YDULDWLRQV QRQXQLYHUVDOLW\ HWF DQG WKH\ DUH PRUH YXOQHUDEOH WR
VSRRILQJDWWDFNV7KHVHGUDZEDFNVFDQEHRYHUFRPHE\DQRWKHUIRUPRI%LRPHWULFV0XOWLPRGDO%LRPHWULFVLW LV
WKHXVDJHRIWZRRUPRUHWUDLWVRULQWHFKQLFDOWHUPVµPRGDOLWLHV¶LQVWHDGRIXVLQJMXVWRQHIRUWKHSURWHFWLRQRI\RXU
GDWD7KH\XVHPXOWLSOHVRXUFHVRI LQIRUPDWLRQWRHVWDEOLVKWKHLGHQWLW\RIDSHUVRQ0XOWLPRGDO%LRPHWULFVEDVHG
LGHQWLILFDWLRQ SURYLGHV EHWWHU UHVXOWV DQG JLYHV KLJKHU DFFXUDF\ FRPSDUHG WR 8QLPRGDO %LRPHWULFV 8VDJH RI
0XOWLPRGDO %LRPHWULFV PDNHV VSRRILQJ KDUGHU EHFDXVH LW PDNHV DQ LPSRVWHU VSRRI PXOWLSOH WUDLWV RI D SHUVRQ
VLPXOWDQHRXVO\
)LQJHUSULQW VSRRILQJ LV WKH SURFHVV E\ ZKLFK LQGLYLGXDOV WULFN D ELRPHWULF V\VWHP ZLWK D IDNH VDPSOH $
ILQJHUSULQWVFDQQHUFDQEHVSRRIHGE\XVLQJPDWHULDOVZKLFKFORVHO\UHVHPEOHWKHILQJHULWVHOIIRUH[DPSOHVLOLFRQH
PRGHOLQJFOD\HWF7KHILQJHUSULQWLPSUHVVLRQLVPDGHRQWKHPDWHULDODQGWKDWLPSUHVVLRQRIWKHILQJHUSULQWLVXVHG
LQ WKH VFDQQHU $ VROXWLRQ WR GHWHFWLQJ VSRRIV FDQ EH GRQH XVLQJ OLYHQHVV GHWHFWLRQ DQG PDQ\ WHFKQLTXHV DUH
DYDLODEOHWRFKHFNOLYHQHVVOLNHXVLQJDORFDOGHVFULSWRURUXVLQJELQDU\SDWWHUQVZLWKILOWHUVHWF
,QWKLVSDSHUWKHFRQFHSWRITXDQWLW\OLJKWSDVVLQJWKURXJKWKHILQJHUXSRQLOOXPLQDWLRQZLWKEULJKWOLJKWLVXVHG
DVRQHRIWKHIDFWRUVIRUGHWHFWLRQRIILQJHUSULQWVSRRILQJ6LQFHHDFKDQGHYHU\ILQJHULVXQLTXHZLWKLWVGLIIHUHQFH
LQWKLFNQHVVDQGZLGWKWKH\SOD\DQLPSRUWDQWUROHLQGHWHUPLQLQJWKHWUDQVSDUHQF\RIWKHILQJHU7KLVSOD\VDPDMRU
UROH LQGHWHUPLQLQJKRZPXFK OLJKWZLOOSDVV WKURXJK WKH ILQJHU7KLV VKRZV LI WKH ILQJHUXVHG LQ WKH ILQJHUSULQW
VFDQQHULVIDNHRUJHQXLQHVLQFHLWQRWRQO\GHWHFWVWKHDPRXQWUHGQHVVDIWHULOOXPLQDWLQJEULJKWOLJKWRQLWRIWKH
ILQJHUZKLFKVD\V WKDW WKH ILQJHU LVJHQXLQHDQG LWZLOOGHWHFW VSRRIVE\FRPSDULQJ WKHRULJLQDODQG WKHSUHVHQWO\
VFDQQHGRQH,IWKHILQJHULVDIDNHWKHGLIIHUHQFHLQWKLFNQHVVDQGZLGWKRIWKHILQJHUDQGWKHPDWHULDOXVHGWRPDNH
WKDWILQJHUZLOOIDLOLQRXUV\VWHP
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7KLVSDSHULVGLYLGHGLQWRWKUHHVHFWLRQV7KHILUVWVHFWLRQH[SODLQVWKHSURSRVHGV\VWHPWKHDUFKLWHFWXUHDQGWKH
PHFKDQLFVLQYROYHGLQWKHSURFHVV6HFWLRQ,,H[SODLQVWKHUHVXOWVDIWHUH[SHULPHQWDWLRQ7KHILQDOVHFWLRQJLYHVWKH
FRQFOXVLRQDQGWKHIXWXUHZRUNZKLFKFRXOGEHFDUULHGRXWIRULQFUHDVLQJWKHHIILFLHQF\RIWKLVSURSRVHGDOJRULWKP
3URSRVHG6\VWHP
7KHEDVLFDUFKLWHFWXUHRIWKHHQWLUHV\VWHPLVGHVFULEHGLQ)LJ)LQJHUSULQWVDUHWDNHQZLWKWKHKHOSRIDILQJHU
SULQW VFDQQHU0LQXWLDH SRLQWV DUH H[WUDFWHG IURP WKH VFDQQHG ILQJHUSULQW LPDJH DQG DUH VWRUHG LQ WKH GDWDEDVH
6LPXOWDQHRXVO\WKHSLFWXUHRIWKHILQJHUQDLOLVWDNHQIRUSURFHVVLQJ7KHILQJHUQDLOUHJLRQLVVHJPHQWHGRXWIURP
WKH LQSXW LPDJHDQG WKHIHDWXUHVDUHH[WUDFWHGIURPLWXVLQJ6,)77KHIHDWXUHYHFWRUVRIERWK WKHILQJHUSULQWDQG
ILQJHUQDLOLVVWRUHGLQWKHGDWDEDVH
'XULQJWKHUHFRJQLWLRQVWDJHLPDJHRIWKHILQJHUQDLODQGILQJHUSULQWLVWDNHQDQGWKHIHDWXUHYHFWRUVDUHPDGH
ZKLFKLVWKHQFRPSDUHGZLWKWKHVWRUHGUHIHUHQFHIHDWXUHYHFWRUDQGWKHFRUUHODWLRQSHUFHQWDJHLVIRXQG7KHVWHSV
LQYROYHGLQJHWWLQJWKHIHDWXUHYHFWRUIRUWKHILQJHUILQJHUQDLODUH
2.1. Finger Capture 
7KHEDVLFGHVLJQRIWKHV\VWHPLVWRFDSWXUHWKHILQJHUZKHQLWLVLOOXPLQDWHGZLWKDEULJKWVRXUFHRIOLJKW7ZR
SRZHUIXO/('VDUHXVHGZKLFKDUHSODFHGDWFORVHGLVWDQFHVXFKWKDWWKHFRPELQHGHIIHFWZLOOLOOXPLQDWHWKHHQWLUH
ILQJHUDQGDSKRWRFDSWXULQJGHYLFHOLNHDFDPHUDWRFDSWXUHWKHILQJHUIRUFRPSDULVRQ
7KH OLJKW IURP WKH /('V DUH GLVWULEXWHG XQLIRUPO\ WKURXJKRXW WKH ILQJHU IRUPD[LPL]LQJ WKH YLVLELOLW\ RI WKH
ILQJHU IRU WKH FDPHUD 1RQXQLIRUP LQWHQVLW\ GLVWULEXWLRQ UHVXOWV LQ EDG FRPSDULVRQ UHVXOWV IRU UHFRJQLWLRQ 7KH
ILQJHU LVSODFHG LQ WKHGHVLJQHGV\VWHPDQG LV WDNHQSKRWRRI)LJD DQG)LJFJLYHV WZRVXFKH[DPSOHVRI
ILQJHUVWDNHQLQRXUV\VWHP
2.2. Preprocessing Stage 
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,QWKHSUHSURFHVVLQJVWDJHWKHILQJHUQDLOLVH[WUDFWHGIURPWKHLPDJHDQGWKHUHJLRQVRILQWHUHVWDUHVLQJOHGRXW
IURPWKHLPDJH7KHUHJLRQVRILQWHUHVWIURPWKHPDLQILJXUHDUHWKRVHZKRVHLQWHQVLW\YDOXHVOLHZLWKLQWKHGHVLUHG
UDQJH7KLVHQVXUHVWKDWRQO\WKHILQJHUDQGRUWKHILQJHUQDLORQO\JRWKURXJKWKHH[WUDFWLRQSURFHVVDQGQRWKLQJHOVH
6HJPHQWDWLRQRIWKHLPDJHLVGRQHZLWKUHVSHFWWRKXHV7KHLPDJHLVILUVWVHSDUDWHGLQWRLWVUHVSHFWLYHKXHLPDJHV
7KH LPDJHZLWK WKHFHQWHUSRLQWRI WKHILQJHUQDLO LV WKHQVLQJOHGRXW IURPWKHVHWRI LPDJHV7KH LPDJH LV WKHQ
FURSSHG WR JHW RQO\ WKH VHJPHQWHG ILQJHU 7KH )LJ E DQG )LJ H JLYHV WKH VHJPHQWHG LPDJH RI WKH LQSXW
VDPSOHV
2.3. Feature Extraction 
7R WKH UHJLRQVRI LQWHUHVW WKH IHDWXUHH[WUDFWLRQ LVGRQH WR LGHQWLI\ WKHSRLQWVRI LQWHUHVW)HDWXUHH[WUDFWLRQ LV
GRQH XVLQJ 6FDOHLQYDULDQW IHDWXUH WUDQVIRUP 6,)7 DOJRULWKP 7KH H[WUDFWHG IHDWXUH NH\ SRLQWV DUH VDYHG LQ D
YHFWRUZKLFKDUHODWHUXVHGLQWKHFRPSDULVRQ
$VWDJHGILOWHULQJDSSURDFKLVXVHGE\WKH6,)7DOJRULWKPZKLFKLGHQWLILHVVWDEOHSRLQWVLQWKHVFDOHVSDFH7KH
VWHSVLQYROYHGLQWKHIHDWXUHH[WUDFWLRQXVLQJ6,)7DUH
x 6FDOH6SDFH([WUHPD'HWHFWLRQ7KLVLVGRQHE\WKHRFWDYHJHQHUDWLRQRIWKH*DXVVLDQS\UDPLGLHRQH
SL[HOLQDQLPDJHLVFRPSDUHGZLWKLWVQHLJKERXUVDVZHOODVWKHSL[HOVLQLWVSUHYLRXVDQGWKHQH[W
VFDOH,ILWLVDORFDOH[WUHPXPWKHQLWLVDSRWHQWLDONH\SRLQW
x .H\SRLQWORFDOL]DWLRQ$IWHUWKHSRWHQWLDOSRLQWKDYHEHHQIRXQGWKHKDYHWRHOLPLQDWHDIHZRIWKHPWR
JHW DFFXUDWH UHVXOWV )RU WKLV 7D\ORU VHULHV H[SDQVLRQ LV XVHG WR JHW D PRUH SUHFLVH ORFDWLRQ RI WKH
H[WUHPD,IWKLVLQWHQVLW\YDOXHLVOHVVHUWKDQDJLYHQWKUHVKROGLWLVUHMHFWHG
x 2ULHQWDWLRQ$OLJQPHQW$QRULHQWDWLRQ LVDVVLJQHG WRHDFKNH\SRLQWVXFK WKDW LW LV LQYDULDQW WR LPDJH
URWDWLRQ
x .H\SRLQW'HVFULSWRU$ NH\ GHVFULSWRU LV FUHDWHG E\ WDNLQJ WKH LPPHGLDWH QHLJKERUKRRG RI WKH NH\
SRLQWDQGGLYLGLQJLWLQWRIXUWKHUVXEEORFNV7RHDFKVXEEORFNDELQRULHQWDWLRQKLVWRJUDPLVFUHDWHG
DQGLVUHSUHVHQWHGLQWKHIRUPRIDYHFWRU
2.4. Authentication/Recognition 
'XULQJWKHUHFRJQLWLRQVWDJHWKHILQJHUSULQWDQGILQJHUQDLO LPDJHVDUHREWDLQHGIURPWKHXVHU)LUVWDPDWFKIRU
WKHILQJHUSULQWLVVHDUFKHGIRULQWKHGDWDEDVHXVLQJWKH0LQXWLDHIHDWXUHPDWFKLQJ,IWKHWZRILQJHUSULQWVPDWFK
WKH IHDWXUHV DUH H[WUDFWHG IURP ILQJHU QDLO LPDJH ZKLFK LV WKHQ FRPSDUHG ZLWK WKH IHDWXUH YHFWRU VWRUHG LQ WKH
GDWDEDVH)RUFRPSDULVRQRIWKHWZRIHDWXUHYHFWRUVFRUUHODWLRQLVXVHG,WFRPSXWHVWKHFRUUHODWLRQ‘r’EHWZHHQWZR
IHDWXUHYHFWRUVRIERWKWKHLPDJHV7KHPDWFKEHWZHHQWKHIHDWXUHYHFWRUVLVJRWDVDYDOXHLQWKHUDQJHRIµ¶WRµ¶
GHSHQGLQJXSRQKRZVLPLODURUH[DFWERWKWKHLPDJHVORRNLHµ¶IRUVDPHLPDJHVDQGµ¶IRUFRPSOHWHO\GLIIHUHQW
LPDJHVZLWK QR UHODWLRQZKDWVRHYHU 7KHPDWFKLQJ SHUFHQW LV FDOFXODWHG IURP LW DQG LV FKHFNHG LI LW FURVVHV WKH
WKUHVKROG

)LJ6DPSOH,PDJHVIURPWKHGDWDVHW
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2.5. Dataset 
7KHGDWDVHWIRUWKHH[SHULPHQWDWLRQRIWKHDERYHPHQWLRQHGPHWKRGFRQVLVWHGRIILQJHUSULQWVDQGWKHSLFWXUHVRI
WKHILQJHUQDLOZKLFKDUHWDNHQDVDSDLUIRUHDFKLQGLYLGXDO)LQJHUSULQWVDQGWKHILQJHUQDLOSLFWXUHVRIDURXQG
SHRSOHZHUHWDNHQ$IHZLPDJHVIURPWKHGDWDVHWDUHVKRZQLQ)LJ)RUH[SHULPHQWDWLRQIDNHILQJHUSULQWVZHUH
PDGHXVLQJFOD\DQGDGKHVLYHDQGSDLUHGXSZLWKILQJHUQDLOIURPRXUGDWDEDVHDQGWHVWHG
5HVXOWVDQG'LVFXVVLRQ
7KHPDWFKLQJ SHUFHQWDJH LV FDOFXODWHG IURP WKH FRUUHODWLRQ FRHIILFLHQW$IWHU H[WHQVLYH H[SHULPHQWDWLRQ XVLQJ
GLIIHUHQWFRPELQDWLRQVRID IDNHILQJHUSULQWVDQG WKHRULJLQDOILQJHUQDLOV IRU WKHVDPHRULJLQDO ILQJHUDPDWFKLQJ
SHUFHQWDJHRIJUHDWHUWKDQLVJRWDQGIRUWZRFRPSOHWHO\GLIIHUHQWILQJHUVRUWKHRULJLQDOILQJHUDQGLWVVSRRID
PDWFKLQJSHUFHQWDJHRIOHVVWKDQLVREWDLQHG7KHVHUHVXOWVDUHREWDLQHGE\FRPELQLQJWKHILQJHUSULQWPDWFKLQJ
XVLQJWKH0LQXWLDHSRLQWVPHWKRGIRUWKHLGHQWLILFDWLRQRIWKHILQJHUSULQWDQGWKLVPHWKRGPHQWLRQHGDERYH
3.1. Matching Results 
+HUHLQWKLVVHFWLRQFDVHVKDYHEHHQWDNHQWRVKRZWKHHIIHFWLYHQHVVRIWKHDOJRULWKP,QWKHVWFDVHWKHVDPH
LPDJHSDLU RI WKH ILQJHUSULQW DQG ILQJHUQDLO LV XVHG IRUERWK LQSXWV ,Q WKHQG FDVH WKH VHFRQG LQSXW LV WKH VDPH
LPDJHSDLUEXWZLWKDVOLJKWFKDQJHLQSRVLWLRQDQGDQJOHDWZKLFKLWZDVSODFHGFRPSDUHGWRWKHILUVWLPDJH)RUWKH
 7DEOH&RPSDULVRQRIPDWFKLQJSHUFHQWDJHV
&DVH ,QSXW ,QSXW 0DWFKLQJ3HUFHQW
 )LQJHU )LQJHU
6DPHLPDJHSDLU

 )LQJHU )LQJHU
,QGLIIHUHQWRULHQWDWLRQ
!
 )LQJHU )LQJHU
)LQJHUIURPGLIIHUHQWSHUVRQ


UG FDVH ERWK WKH LQSXWV DUH IURP FRPSOHWHO\ GLIIHUHQW SHRSOH 7KH VWHSVPHQWLRQHG LQ WKH 3URSRVHG 6\VWHP DUH
FDUULHGRXWIRUWKHGLIIHUHQWFDVHVDQGWKHPDWFKLQJSHUFHQWDJHVDUHFDOFXODWHGDQGFRPSDUHGLQTable 1.
3.2. Vulnerabilities and Disadvantages 
7KHFRPELQDWLRQRIERWKILQJHUQDLODQGILQJHUSULQWLVGLIILFXOWWRVSRRIVLPXOWDQHRXVO\7KLVLVWKHDVSHFWZKLFK
LVEHLQJH[SORLWHGLQWKLVV\VWHP2QHRIWKHPRVWIUHTXHQWPHWKRGRIVSRRILQJILQJHUSULQWVLVE\WDNLQJDPROGRI
WKH RULJLQDO XVHU¶V ILQJHUSULQW 6RPH RI WKHPDWHULDOV XVHG LQ UHSOLFDWLQJ WKH ILQJHUSULQW LQ WKLVPHWKRG DUH FOD\
VLOLFRQHDQGRWKHUHDVLO\PROGDEOHPDWHULDOV7KHFRPPRQWKLQJDERXWDOOWKHVHPDWHULDOVDUHWKDWWKH\DUHQRWIXOO\
WUDQVSDUHQWDQGKHQFHLPSDFWWKHLQWHQVLW\RIOLJKWYLVLEOHWKURXJKWKHILQJHUQDLODQGZLOODOVRDIIHFWWKHRXWSXWRIWKH
IHDWXUHH[WUDFWLRQXVLQJ6,)7DOJRULWKP7KHV\VWHPPLJKWIDLOLIWKHSHUVRQZKRVHLGHQWLW\LVEHLQJWHVWHGZHDUVDQ\
VRUWRIILQJHUQDLOGHFRUDWLRQV7KHV\VWHPDOVRGHSHQGVRQWKHKDUGZDUHEHLQJXVHGWKDWLVLIWKHLOOXPLQDWLRQGHYLFH
EHLQJXVHGKDVUHGXFHGEULJKWQHVVWKHV\VWHPPLJKWJLYHLQFRUUHFWUHVXOWV7KHUHIRUHRQHRIWKHFRQVWUDLQWVRIWKLV
V\VWHPGHSHQGVRQ WKHEULJKWQHVVRI WKH OLJKW XVHG IRU FDSWXULQJ WKH LPDJHRI WKH ILQJHU7KH V\VWHPGHWHFWV WKH
SDWWHUQLQILQJHUQDLODQGGXHWRJURZWKRIWKHILQJHUQDLOWKHILQJHUQDLOSDWWHUQPLJKWFKDQJHKHQFHWKHV\VWHPPLJKW
QRW JLYH DFFXUDWH UHVXOWV 7KLV FDQ EH SUHYHQWHG E\ XSGDWLQJ WKH GDWDEDVH SHULRGLFDOO\ ,Q D IHZ FDVHV GXULQJ
H[SHULPHQWDWLRQWKHVHJPHQWDWLRQVWDJHJDYHXQZDQWHGSRUWLRQVRIWKHILQJHU7KLVFDQEHDYRLGHGE\DOWHULQJWKH
GLPHQVLRQVDQGSRVLWLRQRIWKHOLJKWVRXUFHDQGWKHILQJHU7KHSURSRVHGV\VWHPFDQEHLPSOHPHQWHGLQWKHIRUPRI
VPDOOGHYLFHZLWKDVL]HFRPSDUDEOHWRWKDWRIWKHSUHVHQWILQJHUSULQWVFDQQHUV
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&RQFOXVLRQDQG)XWXUH:RUN
,QWKLVSDSHUZHKDYHIRFXVHGRQKRZWRGHWHFWDQGSUHYHQWVSRRILQJZLWKMXVWDVLPSOHVHWXSOLNHLOOXPLQDWLQJWKH
ILQJHUZLWKZKLWHOLJKW$OWKRXJKLWSURYLGHVDVLPSOHPHWKRGLWFDQEHLPSURYHGE\KDYLQJDEHWWHUVHWXSWRFDSWXUH
WKHILQJHU7KHVHJPHQWDWLRQDOJRULWKPFDQEHLPSURYHGVXFKWKDWRQO\WKHILQJHUQDLODQGWKHFORVHSUR[LPLW\JRHV
WKURXJKWRWKHIHDWXUHH[WUDFWLRQVWDJH7KH6,)7DOJRULWKPXVHGFXUUHQWO\FDQEHSDUDOOHOL]HGIRUEHWWHUHIILFLHQF\
DQGVSHHGIRUGHWHFWLRQRIILQJHUSULQWVSRRILQJ
$FNQRZOHGJHPHQWV
:HZRXOGOLNHWR WKDQN0UV6LNKD2.DQG0UV/DOLWKD0DQLIRUJLYLQJXV WKHRSSRUWXQLW\WRZRUNRQWKLV
WRSLFDQGSXEOLVKDSDSHULQWKHILHOGRI%LRPHWULFV

5HIHUHQFHV

 0DWWKHZ 3 DQG$QGHUVRQ0 ³1RYHO&DWHJRULVDWLRQ7HFKQLTXHV IRU/LYHQHVV'HWHFWLRQ´1H[W*HQHUDWLRQ0RELOH$SSV 6HULYHV DQG
7HFKQRORJLHV(LJKWK,QWHUQDWLRQDO&RQIHUHQFHRQ2[IRUGSS6HSWHPEHU
 6HSDVLDQ 0RMWDED &ULVWLQHO 0DUHV DQG :DPDGHYD %DODFKDQGUDQ /LYHQHVV DQG VSRRILQJ LQ ILQJHUSULQW LGHQWLILFDWLRQ LVVXHV DQG
FKDOOHQJHV6FKRRO2I(QJLQHHULQJ	'HVLJQ%UXQHO8QLYHUVLW\8[EULGJH0RGGOHVH[8E
 %DUERVD ,JRU %DUURV 7 7KHRKDULV &KULVWLDQ 6FKHOOHZDOG DQG &KDP $WKZDO 7UDQVLHQW ELRPHWULFV XVLQJ ILQJHU QDLOV %LRPHWULFV
7KHRU\$SSOLFDWLRQVDQG6\VWHPV%7$6,(((6L[WK,QWHUQDWLRQDO&RQIHUHQFHRQSS,(((
 3HQJ-LDOLDQJ$KPHG$$EG(O/DWLI4LRQJ/LDQG;LDPX1LX 0XOWLPRGDOELRPHWULFDXWKHQWLFDWLRQEDVHGRQVFRUH OHYHO IXVLRQRI
ILQJHUELRPHWULFV2SWLN,QWHUQDWLRQDO-RXUQDOIRU/LJKWDQG(OHFWURQ2SWLFVQR
 0KDVNH 9 ' DQG $ - 3DWDQNDU 0XOWLPRGDO ELRPHWULFV E\ LQWHJUDWLQJ ILQJHUSULQW DQG SDOPSULQW IRU VHFXULW\ ,Q &RPSXWDWLRQDO
,QWHOOLJHQFHDQG&RPSXWLQJ5HVHDUFK,&&,&,(((,QWHUQDWLRQDO&RQIHUHQFHRQSS,(((
 5DJKDYHQGUD5-D\DFKDQGHU6XUELU\DOD.LUDQ%5DMDDQG&KULVWRSK%XVFK1RYHOILQJHUYDVFXODUSDWWHUQ LPDJLQJGHYLFHIRUUREXVW
ELRPHWULFYHULILFDWLRQ,PDJLQJ6\VWHPVDQG7HFKQLTXHV,67,(((,QWHUQDWLRQDO&RQIHUHQFHRQSS,(((
 /RZH'DYLG*'LVWLQFWLYHLPDJHIHDWXUHVIURPVFDOHLQYDULDQWNH\SRLQWVInternational journal of computer visionQR

 /RZH'DYLG*2EMHFWUHFRJQLWLRQIURPORFDOVFDOHLQYDULDQWIHDWXUHV,QComputer vision, 1999. The proceedings of the seventh IEEE 
international conference onYROSS,(((
 0DUDVFR(PDQXHOD DQG$UXQ5RVV $ VXUYH\RQDQWLVSRRILQJ VFKHPHV IRU ILQJHUSULQW UHFRJQLWLRQ V\VWHPVACM Computing Surveys 
(CSUR)QR
 0HQRWWL'DYLG*LRYDQL&KLDFKLD$OODQ3LQWR:LOOLDP5REVRQ6FKZDUW]+HOLR3HGULQL$OH[DQGUH;DYLHU)DOFDRDQG$QGHUVRQ5RFKD
'HHS5HSUHVHQWDWLRQVIRU,ULV)DFHDQG)LQJHUSULQW6SRRILQJ'HWHFWLRQInformation Forensics and Security, IEEE Transactions on
QR
 .ULVKQD . DQG 0 1DUDVLPKD 0XUW\ *HQHWLF .PHDQV DOJRULWKP Systems, Man, and Cybernetics, Part B: Cybernetics, IEEE 
Transactions onQR
 -LD;LDRIHL;LQ<DQJ.DL&DR<DOL=DQJ1LQJ=KDQJ5XZHL'DL;LQ]KRQJ=KXDQG-LH7LDQ0XOWLVFDOHORFDOELQDU\SDWWHUQZLWK
ILOWHUVIRUVSRRIILQJHUSULQWGHWHFWLRQInformation Sciences
 =DHUL1DVHUMinutiae-based fingerprint extraction and recognition,17(&+2SHQ$FFHVV3XEOLVKHU
 3DUUD3KLOLSSH)LQJHUSULQWPLQXWLDHH[WUDFWLRQDQGPDWFKLQJIRULGHQWLILFDWLRQSURFHGXUHUniversity of California, San Diego La Jolla, 
CA
